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SMonitoring & mitigatng

Online Harms

IS decentralization the answer to
partisanship, hate speech, tracking etc.?

NISHANTH SAITET
UNIWVERIITT OF SNKRET
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25 YEARS OF THE WEB: SURREY
FROM NEwWS & EDUCATION > DANS
SOCIAL MEDIA & STREAMING

—8— search engine BN news mm reference
B education B shopping mm social networking
mmm web hosting mmm information technology =~ mEE streaming media

100

80 -

40 -

20

1995 1998 2000 2005 2010 2015 2021
Year

[V. illgarwa[ et al. WWW'22]
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THE PEOPLE’S REVOLUTION, 2006 5 SURREY
DANS

“For seizing the reins of the
global media, for founding
and framing the new digital
democracy, for working for
nothing and beating the
pros at their own game,
Time's Person of the Year
for 2006 is you,"

es, you.
You control the Information Age.
Welcome to your world.
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 Misinformation = Partisan Mistrust =2 Hatred of ‘other’

 For the gullible: Confirmation bias enhances
acceptability of misinformation

 For the sceptical: /nformation market for lemons

* For the opportunistic: Liar’s dividend

END RESULT: A “Post Truth” society is a DIVIDED Society!

Market for Lemons: Akerlof, 1970
Liar's Dividend: Chesney and Citron, 2018
https:/www.urbandictionary.com/define.php?term=LiarbE2%80%99s%20 Dividend
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ROADMAP Ly

1. PARTISANSHIP (AND TRACKING)
2. ONLINE HATE AND POLARIZATION
3. IS DECENTRALIZATION THE ANSWER?
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Partisan (adj): prejudiced in favour of a particular cause

1.PARTISANSHIP
(AND TRACKING)

PARTISAN NEWS IN THE USA [WWW’18]
STOP TRACKING ME BRO: DIFFERENTIAL TRACKING ON PARTISAN SITES [WWW’20]
DIFFERENTIAL AND TOPICAL TRACKING IN INDIAN NEwWS MEDIA [ICWSM’21;WEBScCI’21]
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https://www.buzzfeednews.com/article/craigsilverman/inside-the-partisan-fight-for-your-news-feed
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Partisan referrals and filter bubbles SURREY
AN
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Website traffic referral Facebook page likes

* )
dataset shared publicly: get in touch if interested [Bhatt et al. WWW18]



Stop Tracking Me Bro!: Differential &5 {RREY
tracking on partisan news sites OANS

_ z — S

300 . . y \
" Baseline _ P U \
Q (no persona) 0 7 ' / |
% (. L E i o |
8 Persona (] — P’—: _________ st St Ad-related_ | Advertising |\
>, 200~ — |P -1"'“-“-1\ Responses | Ecosystem | |
% Men — . OpenWPM/l Content <= \ /"
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o el \‘ /
= User L . w R ‘
= Women >~ R ‘\u_/
o Personas ||| AW
*8‘ 100 + Youth — | P - /
= LT [ - Gender: {Man (M), Woman (W)}
2 Pj J - Age: {Young (Y), Senior (S)} ]
() AWS ) L Combinations: {YM, YW, SM, SW}

0-
(I) é 10 1'5 2l0
Website visited

1. Incremental Persona Building 2. Tap into RTB info flowing through

[P. ﬂgarwa( et al. WWW’20]



Cockies Synchronizations'wabsine
o N = -

Differential tracking on oy LiERSTOr
partisan news sites DANS

J 1.00 — e
075~

vy} J 1 'y b
Parsona Prica(Log10), CPMiIn $

(a) Cookie synchronization (b) Distribution of Prices

[P. illgarwa[ et al. WWW'20]
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Tangle factors of real browser histories %ﬁf&y
Tracking the ad ecosystem across 85+ countries with 10K+ installs

* Loss of privacy is faster in UK than China!

* China’s GFW blocks Google & Facebook (and also their trackers)
[X. Hu et al. Furo S&P20]

* Systematic metric for comparison of ad blockers, browsers and
tracking prevention using Tangle Factor as a metric

* E.qg., Using Adblocker Plus and uBlock origin results in UK tracking
dropping to levels experienced in China [X. Hu et al. WebSci’20]

* Tracking decreased in EU after GDPR but has gone back up

e Because many users simply click ‘Accept all’on GDPR cookie consents

Artefacts to share (get in touch if interested):
. Liﬁﬁﬂomwa\rom — Visualise and understand third-party ecosystem from your browsing history

« Cookiellonpter — ML to auto-classify cookies into essential/functional/ad & analytics at scale
* Cookielulter — Automatically reject third-party cookies (even outside GDPR-regulated regions)
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2. POLARISATION
AND HATE SPEECH

TWEETING MPs IN THE UK [ICWSM’19]
HATE SPEECH IN POLITICAL DISCOURSE [HT’21]
AN EXPERT ANNOTATED DATASET FOR THE DETECTION OF ONLINE MISOGYNY [EACL’21]

GRAPHNLI: GRAPH NEURAL NETWORK TO UNDERSTAND POLARITY AND HATE SPEECH
[WWW’22 TWEB’23]
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Digital Citizen Engagement DAND

Theresa May

Jeremy Corbyn

1553 of 650 MPs 113 M Followers
on Twitter (4.3M unique)


https://twitter.com/jeremycorbyn
https://twitter.com/theresa_may

Z’  UNIVERSITY OF

fani i1iati 9 SURREY
Assigning party affiliation to users ° DANS

1




* : 3 QURREY
Dataset™ details Bk

*
Shared publicly: get in touch if interested

C. C L L'-
g F

1553 of 650 MPs on Twitter

dFetch all tweets by MPs and
tweets towards MPs

(113 M Followers (4.3M unique)

178% follow only one party

15



SIGNIFICANT CROSS-PARTY TALK IN UK!@’

MP
Use

Con.

Lab.

SNP

Lib. Dem.

DUP

Con.

Lab. |

SNP

Lib. Dem.

DUP

UNIVERSITY OF

SURREY
DANS

[P. illgarwa[ et al. ICWSM’19]



Is the tone civil?

http://liwc.wpengine.com/

Affect Words

4 UNIVERSITY OF
3 SURREY
DAND

Left bar: Citizens mentions

Right bar: MPs replies

00000000000000000000

7 7

Positive

Negative Anxiety Anger

Sadness

[P. tagarwa( et al. ICWSM’19]


http://liwc.wpengine.com/

Hate Speech in Political Discourse
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Number of mentioning tweets

10/1/2017

11/1/2017

Date

[P. illgarwaf et al. ACM HT21]



Is there hate here?

Got a few girls sweet talking since the past few days hoping to get
me to take them out for valentine's day. Lmfao. A day designed to
cuck more simps.

/

There aren't many things that are more satisfying than A lot of women do this to their simp boyfriends and its sad,
telling a girl, "No". hope when I'm older (as in 14-16) | don't fall into this trap.

It's funny to see the hamster that starts to act up in their
little widdle tiny brains after saying that too.

[E. Guest et al. FACL'21]



GraphNLI: Graph Neural Network Architecture i uwesvor

for understanding online conversations

Softmax Classifier

T

(u,v,lu-vl)

C{
3
[ Aggregation J

| Pooling Pooling Pooling
A y
| RoBERTa \ ‘ RoBERTa | | RoBERTa \

Argument 1 Argument2 =~ crrrereeees Argument L

............................................................

*
dataset and model shared publicly: get in touch if interested

v SURREY

\ e
LJ AND

Problem: Online conversations
unfold over multiple posts and
threads. Hate or polarity can
depend on far away context.

Idea: Use random walks to
oaqgture surrounding context,
not just post + reply

Works better than SoT baselines

(for polarity - WWW’22, and for
hate speech - TWEB’ZBS

[V. ﬂgarwa( et al. WWW’'23; TWEB’23]
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3. CAN WE CURE THE WEB
BY REDECENTRALIZING IT?
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Mastodon has become popular!

8L-INP-01

8L-unp-0lk
8L-ABIN-O 1
81-1dv-0l
81-IeN-Ol
81-0994-0}
8lL-uer-0|
/1-980d-0}
/1L-NON-O}
/1-190-0}
/1-d8S-01
/1-Bny-01
LL-INP-0k

/L-unp-0l
L L-RelN-O
/1-1dv-0}

:
§

2500
- 4
500

wctO

o o O
o O O
o 1w O
Q\ —

—

-

SOOUEBISU| #

-
-
-

Hovalnoon Per
jor Martodon

[7[. Raman et al. IMC1 9]
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Leaving Twitter is now cool! DANS
1007 ' ' —'twitter alternatives
+ Elon Musk. . 1 v
v /51 acquires . Titter . Mass exodus .
U Totter & ayoffs . of staffers
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[A. Raman et al. IMC19] " UNIVERSITY OF

S8y
Tet  EER oot
A:a;ihdh\
JOINS
INSTANCES MASTODOLN.K 7AC.UK B ASTO.UCLAC.UK
- JOINS
——9 FEDERATION JOINS

Yoot
Yoot

Nishanth Emiliano



Moderation is difficult

ObjectAgePolic
SimplePolic

HellthreadPolic
StealEmojiPolic

Othel

HashtagPolic
AntiFollowbotPolic
MediaProxyWarmingPolic
KeywordPolic
AntiLinkSpamPolic
ForceBotUnlistedPolic
EnsureRePrepende
ActivityExpirationPolic
NormalizeMarku

Policies
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UNIVERSITY OF
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[A. Hassan et al. CoNext’21]



MobPair: Model Sharing
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Allow better-resourced instances (in terms of annotations)

to share their models with other instances

train instances
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test instances
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H. Bin Zia et al. Sigmetrics’22
[ g



Where are instances hosted?» SURREY

DigitalOcean, LLC g
OVHSAS

SAKURA Internet Inc. ——

Cloudflare, Inc. —

\mazon.com, Inc. - |

0 10 20 30 40
mtoots musers

* 7 the users reliant on just 3 Autonomous Systems
* 85% of toots come from two countries (JP and US)

[A. Raman et al. TMC’19]
28



Reliability and availability & SORREY
WS

ln il

S SRORSR: %5'«\3 @%5 R &

1000.0K

% Instances inaccessible for half of the time
[A. Raman et al. TMC’19]
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DigiCert Inc |

_—y, Stéephane Bortzmeyer
. @bortzmeyer@mastodon.gougere.fr

0 20 40 60 80 100
% Instances

85% of instances use one Certificate
Authority

[A. Raman et al. TMC’19]
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summary DANS

1. PARTISANSHIP (AND TRACKING) ACROSS THE WORLD
2. ONLINE HATE AND POLARIZATION (UK POLITICS TEST CASE)
3. DECENTRALISATION IS PROMISING, BUT BEWARE PITFALLS!

WHAT NEXT?
- THE AP4L PROJECT. EMBEDDING PRIVACY & ONLINE SAFETY

INTO PEOPLE’S LIVES DURING LIFE TRANSITIONS

wity H ouse Of The . Engineering and
Alan Turin Physical Sciences
m Commons InStltUteu I g % . Rezearch Council



