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Introduction
Cloud Security Market is Set to Grow at a CAGR

9U§IQ§§§Y\!II’G HOME SERVICES NEWS EDUCATION ABOUT US Search of 13.9% Leading to a Revenue of Uss 144.3

Billion by 2031 | Get In-Depth Studies by
Report Finds 90% of IT Professionals Have Experienced a Transparency Market Research

Cybersecurity Breach Friday, March 31, 2023 4:34 AM

Global research from Skyhigh Security spotlights cloud data security challenges across key industries,

indicating the need for stronger security controls .
g g Y (58 Company Update Share this Article @ o o

April 10, 2023 08:00 AM Eastern Daylight Time
SAN JOSE, Calif.--(BUSINESS WIRE)--Skyhigh Security today released The Data Dilemma: Cloud Adoption and Risk Report, WILMINGTON, DE / ACCESSWIRE / March 31, 2023 / Transparency Market Research Inc. - According to TMR, the global ¢
focusing on the prevailing problem of how to protect data that is used, shared and stored in today S hybrld and cloud-first

o
enterprise environments. The report finds that, on average, organizations store 61% of their sensitive data in the cloud, and most G a rtner Re po rt' Se I ect the RI g ht
- - L]

have experienced at least one cybersecurity breach (90%), threat (89%) and/or theft of data (80%), with three quarters (75%)

L4
experiencing all three. Overall, the report underscores the need to address data security gaps by investing in comprehensive K y M g t S n ' t
data protection that provides remote workforces with a secure and productive user experience. e a na emen as a e Ice O
Mitigate Data S i d Pri
“Today, data is everywhere, traversing devices, cloud applications, the I Iga e a a ecu rlty a n rlvacy
web and infrastructure, so it comes as no surprise that one of the biggest R' k H th < :I d
challenges organizations face is securing their vital data,” said Rodman Is s I n e ou
Ramezanian, global cloud threat lead, Skyhigh Security. “The problem is

compounded by the increasing use of private and public cloud services, _ ‘ o ‘ .
practices like Shadow IT and even economic factors. With so many “According to Gartner, by 2024, the increasing impact of international data

variables, it begs the question: Are organizations trying to solve new residency and privacy requirements will result in more than 40% of
problems with old methods? Our report findings reinforce the importance
of a converged platform across data, web and cloud protection

capabilities to cater for the needs of security teams today.” KMaa$, up from less than 10% today.”

organizations adopting multicloud KMaaS over native cloud service provider

W Tweet this
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Security Analysis

Theorem 1. The M k., cannot be learned with the presence of an adversary
A except with an advantage of Advss[A, Mskey] < €.

Theorem 2. The integrity of every verified SGX1,5GXs ---SGX,, s without
forgery, even in the presence of software impersonation.
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Conclusions

Designed a decentralized SGX-
key management system in an
untrusted cloud environment
(Multi SGX-KMS).
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The scheme ensures that users’ sensitive data is

always available, removing the bottleneck of a
single SGX failure, breakdown, or sabotage.

Multi SGX-KMS provides an efficient key

management system that is entirely under
the control of the end user.

The scheme ensures authentication and

verification by establishing a secure channel
between the KMS and each SGX appliance.
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